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When handling with malware analysis or crash dump analysis is necessary to boot the Windows 7 
on debug mode to analyze malware components such as processes running in user mode or even 
drivers that are running in kernel mode. This case is fundamental to have a ready environment to 
accomplish such mission and there’re some possible configurations:  either an environment with 
two physical machines running Windows 7 that requires a serial cable to connect to machines or a 
host running Windows 7 and a VMware virtual machine also running Windows 7. As sometimes it’s 
a bit difficult to get a serial cable (RS232), I’ll show the second scenario here.  
 
The environment deployed for this test is composed by: 
 

 Host (physical machine) running Windows 7 64 bits  

 VMware Workstation 10 

 A virtual machine running Windows 7 64 bits 
 
The physical machine (host) that is running Windows 7 will have the debug console and the virtual 
machine running Windows 7 will be the system that we’re debugging.  
 
Therefore, to configure a Windows 7 we have to execute the following steps: 
 
Step 1: Go to http://www.slysoft.com/en/download.html  to download Virtual Clone driver 
product (freeware) that is able to mount .iso files easily. After the download we have to install it:  
 

 
Figure 1 

 

http://www.slysoft.com/en/download.html
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Step 2:  Download either the Windows Developer Kit for Windows 7(WDK 7.1.0) from 
http://msdn.microsoft.com/en-us/windows/hardware/hh852365.aspx  (Figure 2) or Windows SDK 
for Windows 7 from http://www.microsoft.com/en-us/download/details.aspx?id=8442 (Figure 3). 
Both packages bring the Debugging Tools for Windows 7 that will be necessary later and, 
additionally, It’s also possible to download only the Debugging Tools from the latter link (Figure 4) 
I recommend you to download the Windows SDK (figure 5) or the Debugging Tools standalone 
version if you don’t have any plan to write or develop a Windows device drivers 
    

 
Figure 2 

 

 
Figure 3 

http://msdn.microsoft.com/en-us/windows/hardware/hh852365.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=8442
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Figure 4 

 
 

 
Figure 5 

 
 
Step 3: As the Virtual Clone Driver is already installed and the Windows SDK was downloaded, it’s 
time to mount the DVD ISO clicking on it with the right mouse button and choosing  “Mount 
(Virtual Clone Driver E:” like in the Figure 5 and Figure 6: 
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Figure 6 

 

Step 4: The Windows SDK ISO was mounted as the driver E:\ so we can double click it to start the 

installation. Don’t forget that the Windows Debugging Tools MUST be installed:  

 
Figure 7 

 
 
Step 5: The next step is to configure the VMware virtual machine to accept a serial connection.  
Usually, every virtual machine is configured without a serial port, and then it’s time to add it. On 
the virtual machine with Windows 7 installed (and powered off) you have to click on “Edit Virtual 
Machine Settings” and to add a serial port (Figures 8 and 9):  
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Figure 8 

 
 

 
Figure 9 
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Step 6: When we’re prompted to configure the “Serial Port Type”, we have to choose “Output to 
named pipe”:  
 

 
Figure 10 

 
Step 7: Most problems when preparing the virtual machine to kernel debugging happen here. We 
have to make the right options:  1) Named pipe: \\.\pipe\com_1 , 2) The end is the server  , 3) The 
other end is an application:  
 

 
Figure 11 
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Step 8: Retuning to virtual machine configurations, we must mark “Yield CPU on pool” : 

 
Figure 12 

 

Step 8: Boot the virtual machine with Windows 7. In the CLI, execute the following steps to make a 

new boot entry and to configure the debugging operation to use the serial port 2 and a baud rate 

of 115200: 

C:\>bcdedit.exe                                                                         
                                                                                        
Windows Boot Manager 
--------------------                                                                    
identifier            {bootmgr}                                                       
device                  partition=\Device\HarddiskVolume1                               
description             Windows Boot Manager                                            
locale                  pt-BR                                                           
inherit                 {globalsettings}                                                
default                 {current}                                                       
resumeobject            {e8f18ae8-9511-11e3-ad5e-cc358344fd1f}                          
displayorder            {current}                                                       
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toolsdisplayorder       {memdiag}                                                       
timeout                 30                                                              
                                                                                        
Windows Boot Manager                                                  
-------------------                                                                     
identifier            {current}                                                       
device                  partition=C:                                                    
path                    \Windows\system32\winload.exe                                   
description             Windows 7                                                       
locale                  pt-BR                                                           
inherit                 {bootloadersettings}                                            
recoverysequence        {e8f18aea-9511-11e3-ad5e-cc358344fd1f}                          
recoveryenabled         Yes                                                             
osdevice                partition=C:                                                    
systemroot              \Windows                                                        
resumeobject            {e8f18ae8-9511-11e3-ad5e-cc358344fd1f}                          
nx                      OptIn 
 
 
C:\>bcdedit.exe /copy {current} /d "Windows 7 with Debug"                               
The entry was successfully copied toa {e8f18aec-9511-11e3-ad5e-
cc358344fd1f}.          
 
                                                                                        
C:\>bcdedit.exe /debug {e8f18aec-9511-11e3-ad5e-cc358344fd1f} on                        
The operation completed successfully.      
                                                
                                                                                        
C:\>bcdedit /dbgsettings serial debugport:2 baudrate:115200                                                                                                                                                         
The operation completed successfully.  
                                                                                                                                                                                
                                                                                                                                                                                                                    
C:\>bcdedit /dbgsettings                                                                                                                                                                                            
debugtype               Serial                                                                                                                                                                                      
debugport               2                                                                                                                                                                                           
baudrate                115200                                                                                                                                                                                      
The operation completed successfully.   
                                                                                                                                                                               
                                                                                                                                                                                                                    
C:\>bcdedit.exe                                                                                                                                                                                                        
                                                                                                                                                                                                                    
Windows Boot Manager                                                                                                                             
--------------------                                                                                                                                                                                                
identifier            {bootmgr}                                                                                                                                                                                   
device                  partition=\Device\HarddiskVolume1                                                                                                                                                           
description             Windows Boot Manager                                                                                                                                                                        
locale                  pt-BR                                                                                                                                                                                       
inherit                 {globalsettings}                                                                                                                                                                            
default                 {default}                                                                                                                                                                                   
resumeobject            {e8f18ae8-9511-11e3-ad5e-cc358344fd1f}                                                                                                                                                      
displayorder            {default}                                                                                                                                                                                   
                        {current}                                                                                                                                                                                   
toolsdisplayorder       {memdiag}                                                                                                                                                                                   
timeout                 30                                                                                                                                                                                          
                                                                                                                                                                                                                    
Windows Boot Manager                                                                                                                                                                              
-------------------                                                                                                                                                                                                 
identifier            {default}                                                                                                                                                                                   
device                  partition=C:                                                                                                                                                                                
path                    \Windows\system32\winload.exe                                                                                                                                                               
description             Windows 7                                                                                                                                                                                   
locale                  pt-BR                                                                                                                                                                                       
inherit                 {bootloadersettings}                                                                                                                                                                        
recoverysequence        {e8f18aea-9511-11e3-ad5e-cc358344fd1f}                                                                                                                                                      
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recoveryenabled         Yes                                                                                                                                                                                         
osdevice                partition=C:                                                                                                                                                                                
systemroot              \Windows                                                                                                                                                                                    
resumeobject            {e8f18ae8-9511-11e3-ad5e-cc358344fd1f}                                                                                                                                                      
nx                      OptIn                                                                                                                                                                                       
                                                                                                                                                                                                                    
Windows Boot Manager 
-------------------                                                                                                                                                                                                 
identifier              {current}                                                                                                                                                                                   
device                  partition=C:                                                                                                                                                                                
path                    \Windows\system32\winload.exe                                                                                                                                                               
description             Windows 7 with Debug                                                                                                                                                                        
locale                  pt-BR                                                                                                                                                                                       
inherit                 {bootloadersettings}                                                                                                                                                                        
recoverysequence        {e8f18aea-9511-11e3-ad5e-cc358344fd1f}                                                                                                                                                      
recoveryenabled         Yes                                                                                                                                                                                         
osdevice                partition=C:                                                                                                                                                                                
systemroot              \Windows                                                                                                                                                                                    
resumeobject            {e8f18ae8-9511-11e3-ad5e-cc358344fd1f}                                                                                                                                                      
nx                      OptIn                                                                                                                                                                                       
debug                   Yes                                                                                                                                                                                         
                                                                                                                                                                                                                    

Step 9: On the physical machine running Windows 7(not virtual), call the Windows debugger (you 
must notice the command path):  
 
C:\Program Files\Debugging Tools for Windows (x64)> windbg -k 
com:pipe,port=\\.\pipe\com_1,resets=0,reconnect 
 
 

 
Figure 13 
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Step 10: Boot the virtual machine with Windows 7 installed and choose “Windows 7 with Debug” 
(Figure 13).  After a few seconds, go to Windows Debugger  Debug  Break to stop the 
Windows 7 boot process:  
 

 
Figure 14 

 
If everything has worked, we should see the following output in the Windows Debugger:  
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Figure 15 
 
To continue the Windows 7 boot in the virtual machine: 

 
kd> g 
 
The Windows 7 boot will be completed and we can return to Debugger sending a new break 
command through the virtual machine using Windows Debugger  Debug  Break.  
 
Now we’re able to list all processes from  the debuggee (virtual Windows 7) environment:  
 
kd> !process 0 0 
 
**** NT ACTIVE PROCESS DUMP **** 
PROCESS fffffa8018e0b990 
    SessionId: none  Cid: 0004    Peb: 00000000  ParentCid: 0000 
    DirBase: 00187000  ObjectTable: fffff8a000001790  HandleCount: 456. 
    Image: System 
 
PROCESS fffffa8019caba00 
    SessionId: none  Cid: 010c    Peb: 7fffffd9000  ParentCid: 0004 
    DirBase: 76d6b000  ObjectTable: fffff8a00049ff90  HandleCount:  29. 
    Image: smss.exe 
 
PROCESS fffffa801a885b30 
    SessionId: 0  Cid: 0168    Peb: 7fffffdd000  ParentCid: 0160 
    DirBase: 6f2b7000  ObjectTable: fffff8a002efa8d0  HandleCount: 397. 
    Image: csrss.exe 
 
PROCESS fffffa801a8a9b30 
    SessionId: 0  Cid: 019c    Peb: 7fffffda000  ParentCid: 0160 
    DirBase: 6e93d000  ObjectTable: fffff8a002fb0d50  HandleCount:  75. 
    Image: wininit.exe 
 
PROCESS fffffa801a8b0980 
    SessionId: 1  Cid: 01a8    Peb: 7fffffda000  ParentCid: 0194 
    DirBase: 6eece000  ObjectTable: fffff8a002fc8620  HandleCount:  78. 
    Image: csrss.exe 
(truncated output) 
 
 
This article has explained how to setup a debugger in a virtual environment. Next articles will be 
using this current one to go further.  
 
Have a nice day. 
 

Alexandre Borges. 


