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1 - Introduction 
 

A few months ago, a student asked during a class: "Is it possible a malware to infect the BIOS?" 

Unfortunately, I’ve stated it’s possible. In Black Hat 2009, some Polish researchers (Rafal Wojtczuk 

and Joanna Rutkowska) have exposed some vulnerabilities on Intel’s Trusted Execution Technogy 

(http://www.intel.com/content/www/us/en/architecture-and-technology/trusted-execution-

technology/malware-reduction-general-technology.html)  that it would be responsible to protect 

the computer’s BIOS (http://www.blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-

Wojtczuk-AtkIntelBios-SLIDES.pdf, http://invisiblethingslab.com/press/itl-press-2009-01.pdf).The 

MITRE team (Corey Kallenberg, Sam Cornwell, Xeno Kovah and John Butterworth - 

http://www.mitre.org/) have researched about this question and they have discovered that many 

old BIOS don’t have any serious protection against a malware trying to write into it. Can you 

imagine a backdoor installed in the BIOS of your system? How would you clean it?  

 

The MITRE team have delivered a tool named Copernicus that is able to test if the BIOS of your 

system and SMRAM are or not vulnerable to a malware attack. Copernicus dumps the BIOS, check 

its status and verify if BIOS and SMRAM are writable. Sincerely, determining if the BIOS and 

SMRAM are or not vulnerable to malware writing is easier than try to fix the infection later.   

 

2 – Preparing your environment 
 

Copernicus can be downloaded from http://www.mitre.org/sites/default/files/copernicus_pr.zip. I 

recommend extracting the files into a  c:\copernicus_pr  directory and its content will be:  

 
C:\>cd copernicus_pr                                                                                                                                            
C:\copernicus_pr>dir           
                                                   
 Volume in drive C has no label.                                                 
 Volume Serial Number is F290-609B                                               
                                                                                 
 Directory of C:\copernicus_pr                                                   
                                                                                 
21/04/2014  18:36    <DIR>          .                                            
21/04/2014  18:36    <DIR>          ..                                           
07/10/2013  16:18            36.048 copernicus32.sys                             

http://www.intel.com/content/www/us/en/architecture-and-technology/trusted-execution-technology/malware-reduction-general-technology.html
http://www.intel.com/content/www/us/en/architecture-and-technology/trusted-execution-technology/malware-reduction-general-technology.html
http://www.blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-SLIDES.pdf
http://www.blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-SLIDES.pdf
http://invisiblethingslab.com/press/itl-press-2009-01.pdf
http://www.mitre.org/
http://www.mitre.org/sites/default/files/copernicus_pr.zip
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07/10/2013  16:18            41.168 copernicus64.sys                             
15/10/2013  17:08            86.429 CopernicusUserGuidePR.docx                   
16/10/2013  10:11         2.607.064 Copernicus_July-2013.pptx                    
28/06/2013  18:01            15.969 protections.py                               
15/10/2013  16:48             1.248 run.bat                                      
11/09/2013  13:50               530 standalone.bat                               
16/10/2013  10:11    <DIR>          __MACOSX                                     
               7 File(s)      2.788.456 bytes                                    
               3 Dir(s)  68.162.437.120 bytes free                               
                                                                                 
C:\copernicus_pr>      

 

To use Copernicus,  a firm requirement is that our system must have the Python 2.7 installed and 

we can download it from https://www.python.org/download/releases/2.7. I’ve installed the 

Python 2.7 in C:\Python27.   An additional Python module named docopt.py will be required 

(https://github.com/docopt/docopt) and the smoothest method to install it is copying it to the 

standard location for third-party Python modules according the table below: 

 

Platform Standard installation location Default value Notes 

Unix (pure) prefix/lib/pythonX.Y/site-packages 
/usr/local/lib/pythonX.Y/site-
packages 

- 

Unix (non-
pure) 

exec-prefix/lib/pythonX.Y/site-
packages 

/usr/local/lib/pythonX.Y/site-
packages 

- 

Windows prefix\Lib\site-packages C:\PythonXY\Lib\site-packages - 

Table 1 

 

I’ve copied the docopt.py module to C:\Python27\Lib\site-packages:  

 
C:\Python27\Lib\site-packages>dir   
                                                                                                                   
 Volume in drive C has no label.                                                                                                                      
 Volume Serial Number is F290-609B                                                                                                                    
                                                                                                                                                      
 Directory of C:\Python27\Lib\site-packages                                                                                                           
                                                                                                                                                      
21/04/2014  19:15    <DIR>          .                                                                                                                 
21/04/2014  19:15    <DIR>          ..                                                                                                                
21/04/2014  19:00           195.598 docopt.py                                                                                                         
13/11/2010  20:07               121 README.txt                                                                                                        
               2 File(s)        195.719 bytes                                                                                                         
               2 Dir(s)  68.143.419.392 bytes free                                                                                                    
                                                                                                                                                     
 

We’ve done it! Now it’s time to use the Copernicus! 
 

3 – The BIOS test 

 
To run the Copernicus, we have to perform the following steps: 
 

a) In Copernicus directory (C:\copernicus_pr), run the standalone. bat script:  
 

https://www.python.org/download/releases/2.7
https://github.com/docopt/docopt
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C:\copernicus_pr>standalone.bat                                                                                                                       
Starting Copernicus...                                                                                                                                
Copernicus ran successfully.     

 
b) Probably some files have appear in C:\ directory such as Copernicus_BIOS.bin, 

Copernicus_CSV_Out.csv and Copernicus_Log.txt:  
 
C:\>dir Copernicus*.*                                                                                                                                 
 Volume in drive C has no label.                                                                                                                      
 Volume Serial Number is F290-609B                                                                                                                    
                                                                                                                                                      
 Directory of C:\                                                                                                                                     
                                                                                                                                                      
21/04/2014  19:53        10.485.760 Copernicus_BIOS.bin                                                                                               
21/04/2014  19:53               933 Copernicus_CSV_Out.csv                                                                                            
21/04/2014  19:53             1.581 Copernicus_Log.txt                                                                                                
21/04/2014  18:36    <DIR>          copernicus_pr                                                                                                     
               3 File(s)     10.488.274 bytes                                                                                                         
               1 Dir(s)  67.909.267.456 bytes free   

 
c) To produce a nice report, Copernicus package have another Python script named 

protections.py that is responsible to get all information together. This script has some 
option:  

 
C:\copernicus_pr>C:\Python27\python.exe protections.py -h                                                                                             
 
Usage:  
                                                                                                                                               
  protections.py (per-version | per-file [-s]) [--pr-relaxed] [-
pid] [-o FILE] <csv-directory> ...                                                    
   
protections.py (-h | --help)                                                                                                                        
                                                                                                                                                      
Description:    
                                                                                                                                       
  Determine SMRAM and BIOS writability based on the CSV files 
generated by Copernicus.                                                                
  Attempts to parse all CSV files in the given CSV directories.                                                                                       
                                                                                                                                                      
Options:     
                                                                                                                                          
  per-version        aggregate output on a product name and bios 
vendor/version basis            
                                                      
  per-file           aggregate output on a input file basis        
                                                                                    
  --pr-relaxed       do not require that the PR registers cover the 
entire BIOS region                                       
                          
  -s                 include column for the source file  
                                                                                              
  -p                 include columns for the individual protections 
checked                                              
                              
  -i                 filter out machines with inconsistent 
protections across multiple CSV files                         
                              
  -d                 deduplicate by hostname, processing only the 
newest file from any particular host              
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  -o, --output FILE  if given, will output the results into a CSV-
formatted file                         

 
 

d) Finally, it’s time to produce a short report to present our results by running the following 
command:  
 
C:\copernicus_pr>C:\Python27\python.exe protections.py per-file -s -p -i -
o Copernicus_CSV_Out.csv C:\ 
                                                
HOSTNAME BIOS_VENDOR PRODUCT_NAME    BIOS_VERSION SMRAM_UNLOCKED 
BIOS_UNLOCKED D_LCK SMRR_ENABLED BIOS_PR BIOSWE_LOCK SMM_BWP SOURCE_FILE             
                                                                                                                                                      
EXADATA  Dell Inc.   Precision M4600 A08          False          False         
False True         False   True        False   C:\Copernicus_CSV_Out.c 
sv                                                                                                                                                    
                                                                                                                                                      
1 CSV files successfully processed                                                                                                                    
0 (0.0%) CSV files showing unlocked SMRAM                                                                                                             
0 (0.0%) CSV files showing unlocked BIOS       

 
e) I’ve made a print screen from my output (the same from step d) to make a more readable 

report:  
 

 
Figure 1 

 
f) In my case BIOS and SMRAM aren’t unlocked. That’s good!   However, if your test shows 

a positive result, your computer can face a serious problem with malware attacks and I 
recommend contacting your computer’s manufacturer to fix this issue. 
 

g) My Copernicus log has presented the following content: 
 

C:\copernicus_pr>more C:\Copernicus_Log.txt                                                                                                           
 
MITRE Copernicus Loading                                                                                                                              
                                                                                                                                                      
Thank you for using Copernicus!                                                                                                                       
If you'd like to help us build a master list of vulnerable BIOSes,                                                                                    
please email your .csv file to copernicus@mitre.org                                                                                                   
                                                                                                                                                      
Allocating memory for ICH Parameters object                                                                                                           
Allocating memory for Flash Chip object                                                                                                               
Allocating memory for SMBIOS Parameters object                                                                                                        
Initializing ICH parameters                                                                                                                           
PCH detected, device ID: 0x1c4f detected                                                                                                              
SPIBAR physical address 0xFED1F800                                                                                                                    
SPI Flash is in Descriptor mode                                                                                                                       
Determining size of SPI flash chip                                                                                                                    
  SPI Region 0 (flash descriptor) base = 00000000, limit = 00000fff                                                                                   
  SPI Region 1 (bios) base = 00600000, limit = 009fffff                                                                                               
  SPI Region 2 (Management Engine) base = 00005000, limit = 
005fffff                                                                                  
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  SPI Region 3 (Gigabit Ethernet) base = 00001000, limit = 00004fff                                                                                   
  SPI Region 4 (Platform Data) not in use                                                                                                             
  SPI Flash chip size = 0x00a00000                                                                                                                    
Reading entire flash chip 0 - 00a00000.                                                                                                               
Using Hardware Sequencing Method                                                                                                                      
Writing flash contents to file.                                                                                                                       
Collecting host flash security parameters                                                                                                             
SMRR supported                                                                                                                                        
Located 1 xroms on PCI Bus                                                                                                                            
Error: Unable to locate QuickPath System Address Decoder bus number                                                                                   
TPM: vendor id: 0x14e4                                                                                                                                
TPM_AttemptCommand: return code = 6                                                                                                                   
                                                                                                                                                      
Error collecting One or More Host Security Data Points                                                                                                
Cleaning up allocated memory.                                                                                                                         
Freeing memory for Flash Chip                                                                                                                         
Freeing memory mapped for SPIBAR                                                                                                                      
Freeing memory for ICH Parameters object                                                                                                              
Freeing memory mapped for SMBIOS structures                                                                                                           
Freeing memory mapped for SMBIOS entry point                                                                                                          
Freeing memory for SMBIOS Parameters object                                                                                                           
Freeing memory for Host Data                                                                                                                          
One or more elements of Copernicus Failed. Return Status 0x00000400                                                                                   
MITRE Copernicus Unloading  

 
 

h) At end, I strongly suggest you sending your results (the report from step e,   
Copernicus_BIOS.bin, Copernicus_CSV_Out.csv and Copernicus_Log.txt) to 
copernicus@mitre.org. That’s a nice form to contribute with the authors.  
  
 

Have a nice day.  
 

Alexandre Borges. 
 
 
                                             
                                                                                                                                          

mailto:copernicus@mitre.org

