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Hint 1 – Before Hacking: Tor, SSH 
Tunnel and others 

by Alexandre Borges 

Nowadays, it is almost unbelievable seeing IT security professionals who use the Internet (for 
hacking?) without anonymizing their connection by either using TOR or any else quick method to 
become invisible.  
 
Thus, before learning hacking concepts and techniques, the candidates to be a hacker should learn 
how to use very basic tools to try (that is a long story) to be stealth.   

Tor (Proxy) 
 
Using TOR in a Kali Linux (https://www.kali.org/downloads/) is straight. Execute the following 
commands below to install TOR and Torsocks:  
 
root@kali:~# apt-get install tor 
root@kali:~# apt-get install torsocks 
 
Start the TOR service:  
 
root@kali:~# tor & 
[1] 9101 
 
Dec 30 01:13:42.473 [notice] Tor v0.2.4.24 (git-e3c61213fb2dc49a) running on Linux with Libevent 
2.0.19-stable and OpenSSL 1.0.1e. 
Dec 30 01:13:42.474 [notice] Tor can't help you if you use it wrong! Learn how to be safe at 
https://www.torproject.org/download/download#warning 
Dec 30 01:13:42.513 [notice] Read configuration file "/etc/tor/torrc". 
Dec 30 01:13:42.526 [notice] Opening Socks listener on 127.0.0.1:9050 
Dec 30 01:13:42.000 [notice] Parsing GEOIP IPv4 file /usr/share/tor/geoip. 
Dec 30 01:13:42.000 [notice] Parsing GEOIP IPv6 file /usr/share/tor/geoip6. 
Dec 30 01:13:42.000 [warn] You are running Tor as root. You don't need to, and you probably 
shouldn't. 
Dec 30 01:13:43.000 [notice] Bootstrapped 5%: Connecting to directory server. 
Dec 30 01:13:43.000 [notice] We now have enough directory information to build circuits. 
Dec 30 01:13:43.000 [notice] Bootstrapped 80%: Connecting to the Tor network. 
Dec 30 01:13:43.000 [notice] Bootstrapped 85%: Finishing handshake with first hop. 
Dec 30 01:13:45.000 [notice] Bootstrapped 90%: Establishing a Tor circuit. 
Dec 30 01:13:47.000 [notice] Tor has successfully opened a circuit. Looks like client functionality is 
working. 
Dec 30 01:13:47.000 [notice] Bootstrapped 100%: Done. 

https://www.kali.org/downloads/
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Let’s configure the browser to use TOR. For example, to configure the Firefox, go to Menu  
Preferences  Network  Settings  Manual Proxy Configuration, and enter localhost for 
SOCKS hosts and 9050 for Port as shown below:  

 

Figure 1 

It is done! To test the connection, go to http://www.whatsmyip.org or even the Google.   

http://www.whatsmyip.org/
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As we have installed the torsocks package then we can to use commands such as ftp, telnet or 
wget through “usewithtor” command as shown here:  
 
root@kali:~# usewithtor telnet alexandreborges.org 9999 
root@kali:~# usewithtor ssh user1@alexandreborges.org 
root@kali:~# usewithtor ftp user1@alexandreborges.org 
root@kali:~# usewithtor sftp user1@alexandreborges.org 
 

To configure the TOR on Windows, download the Expert Bundle 
(https://www.torproject.org/dist/win32/tor-0.2.4.23-win32.exe), install it and execute (by clicking 
on the icon) the TOR program (Windows Menu  Programs  Tor  Tor) as shown below:  
 
 

 

Figure 2 

 
It’s done! We can use the same steps (or similar) to configure our browser (IE, Google or Firefox).  

SSH (Forward and Reverse Tunnel) 
 
Everybody knows how to use SSH and I do not intend to explain its usage here. Nonetheless, there 
is a very specific feature of SSH that is appropriate for some scenarios: tunnels. During my classes, 
usually I ask about how to make tunnels by using SSH and I have realized that many professionals 
have question about its correct interpretation, so I am showing two examples below. 
 

https://www.torproject.org/dist/win32/tor-0.2.4.23-win32.exe
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In the first example, suppose that we need to change a setting in the application server in the our 
company, but we would like to do this job from home. Therefore, we have the following 
information: 
 

 home machine (kali): 192.168.1.5 

 workstation machine (works): 200.100.50.2 (with SSH service enabled and opened on the 
firewall, and by using alex user) 

 application server machine (appserver): 200.100.70.10, port 8888 
 
To make a tunnel from our host at home, passing through our workstation at work and reaching 
the application server machine, we have to execute:  
 
root@kali:~# ssh alex@200.100.50.2 –NL 7777:200.100.70.10:8888 
  
 
To understand the process, we should see the schema below: 
 
kali (local port 7777)  kali (ssh connection)  works (port 22,  alex user)  appserver (8888) 
 
According to our graph above, the command opens a local port (7777) on home machine (kali – 
192.168.1.5), redirects this local port (7777) to a SSH connection (it is still on home machine) going 
through the remote “works” machine (200.100.50.2) at work (by connecting at port 22 as alex 
user) and finally going from there (works machine) to the “appserver” machine (200.100.70.10) at 
port 8888. Therefore, if we make a connection (by using telnet or netcat, for example) at 
localhost: 7777 then it will be established a connection to appserver:8888. That is fantastic! The 
option –L means “local port” and –N means none commands will be executed. Additionally, we 
could have taken the –C option to compress the tunnel data. Another interesting information is 
that from our home machine (kali) to the workstation machine (works) there is a protected 
connection by using SSH. Nonetheless, from the workstation machine (works, high port) to the 
application server host (appserver, port 8888) is a simple connection.  
 
The second example is more sophisticated and we are going to create a reverse tunnel. Why it is 
necessary to use reverse tunnels? Because most time we do not have a direct access from an 
external machine (our Kali Linux at home) to our machine at work due a NAT in the middle of way. 
Thus, we could make a connection from our work to our home, based on fact that on this 
direction, the NAT connection is easier and there are not big problems.  
 
Some data about the machines are necessary:  
 

 home machine (kali): 192.168.1.5 

 workstation machine (works): 200.100.50.2 (with SSH service enabled and opened on the 
firewall, and by using alex user) 

 application server machine (appserver): 200.100.70.10, port 8888 
 
The magic follows below:  
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alex@works:~# ssh root@192.168.1.5 –NR 7777:200.100.70.10:8888 
 
This command opens a local port (7777) on home machine (kali, IP: 192.168.1.5), which connects 
to appserver host (200.100.70.10:8888) by passing through the workstation machine 
(200.100.50.2, port 22). It is interesting to understand that we can execute this command at the 
work machine, go home and later to connect to the application server (appserver machine) by 
connecting to local port 7777 on the kali machine (at home).   
 
Another smart solution using reverse tunnel happens when we want to circumvent a restriction 
for access the Internet from the company. We suppose that the current proxy blocks the access to 
Volatility Wiki (https://github.com/volatilityfoundation/volatility/wiki). Is it an end line? No, it is 
not. We can use reverse tunnel to access the restricted website by executing the following 
command at home (on kali machine) before going to work: 
 
root@kali:~# ssh alex@200.100.50.2 –NR \  
9999:github.com/volatilityfoundation/volatility/wiki:80 
 
 
When we arrive at work, we point the browser to localhost (127.0.0.1) and port 9999 of our local 
workstation (works). Surprisingly, a connection will be done through the home machine (kali) and 
it will reach the Volatility Wiki website. It is very nice! 

Proxy (tunnel) Using Putty 
 
 There are professionals who don’t know that is possible to use the Putty program to create a 
proxy for their browsers. The main idea is: 
 
Browser  Putty  Known Server  Target Website 
 
Thus, for anyone who want to remember (or learn) the procedure, it follows below.  
 

1. Start the Putty and go to Session pane. There, we should fill the Host Name  field with the  
server’s IP address (known server according to the scheme above) to where we will make 
a SSH tunnel connection as shown in the Figure 3:  

 

https://github.com/volatilityfoundation/volatility/wiki
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Figure 3 

 
2. Go to SSH section (under Connection) and mark “Enable Compression” and “2” as 

Preferred SSH protocol version as shown in the Figure 4: 
 

 
Figure 4 
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3. In the Tunnels section (under SSH section), tick “Dynamic” and provide a Source port 

(8888, for example) as shown in the Figure 5 
 

 
Figure 5 

 
4. Click on Add button to save the entered port as shown in the Figure 6: 
5.  

 
Figure 6 
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6. Return to the Session menu, type a name in Saved Sessions (Hacker Proxy) and click on 

Save button as shown in the Figure 7 below:  
 

 
Figure 7 

 
7. Configure the browser as shown in the Figure 1, but using the port 8888 this time (as 

chosen during the step 3) and keeping the IP adress 127.0.0.1 and SOCKS 5.  
 

8. Open a SSH connection by using the Putty. Enter the username and password.  
 

9. Finally, open the browser and type any URL (for example, 
https://blogs.oracle.com/OTNGarage/entry/end_of_year_wrap_up).This connection will 
take the following path: 

 
Browser (IP 127.0.0.0:8888)  Putty (SSH)  alexandreborges.org (port 22)  
https://blogs.oracle.com/OTNGarage/entry/end_of_year_wrap_up). 
 
For Oracle records, it will seem that the connection came from alexandreborges.org 
machine. Furthermore, all connection between Putty and alexandreborges.org is ciphered 
(because the tunnel).  

 
The same procedure could have been done on a Kali Linux system (instead of using Putty on 
Windows) by executing the following command:  
 
root@kali:~# ssh -C -2 -D 8888 alexandreborges.org 

https://blogs.oracle.com/OTNGarage/entry/end_of_year_wrap_up
https://blogs.oracle.com/OTNGarage/entry/end_of_year_wrap_up
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Where: 
 

 -C: compressed tunnel 

 -2: SSH version 2 

 -D: local port 

Others: Privoxy 
 
In a summarized form, Privoxy is a proxy that improves the privacy while on the Internet and, at 
same time, it filters all trash from websites.  
 
To install privoxy on a Kali Linux: 
 
root@kali:~# apt-get install privoxy 
 
Next, alter the Privoxy configuration file (/etc/privoxy/config) to make the Privoxy available for 
other clients on the network by altering the following line: 
 
listen-address  localhost:8118 
 
To:  
 
listen-address  192.168.160.128:5555 
 
In addition, comment out (remove the #) the following line:  
 
forward-socks5   /               127.0.0.1:9050 . 
 
This last change will forward the Privoxy traffic to TOR and, this way, we will gain a high level of 
privacy when navigating on the Internet.  
 
Force the Privoxy to take the new configurations by executing the following commands: 
 
root@kali:~# /etc/init.d/privoxy restart 
[ ok ] Restarting filtering proxy server: privoxy. 
 
root@kali:~# /etc/init.d/privoxy status 
[ ok ] privoxy is running. 
 
Start TOR if it is not currently running:  
 
root@kali:~# tor 
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Finally, it is time to change the browser network configuration to point to Privoxy proxy by 
following almost the same procedure that we have used when configuring TOR (Figure 1), but this 
time with the appropriate Privoxy configuration. 
 
Thus, to configure the Firefox, go to Menu  Preferences  Network  Settings  Manual 
Proxy Configuration, and enter 192.168.160.128 (the Kali IP address) for SOCKS hosts and 5555 for 
Port as shown below:  

 

 
Figure 8 

 
It is perfect! Now, enjoy it! 
 
 

Alexandre Borges. 


